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Note: Attempt all Sections. In case of any missing data; choose suitably.
SECTION A

1. Attempt all questions in brief. 2x10=20

Q No. Question CO | Level

a. Define vulnerability and threat in the context of computer systems. 1 K1
HeYT Yonferdt & Heet A Aegdr 3R TR & gRena #

b. What is system call interposition? 1 K1
ATes i seUIfaesT Fr 872

C. What are root kits? 2 K1

d. Describe three benefits of IPSec. 2 K2
IS FRET & A oSy TS|

e. What is access control in computer security? 3 K1
el &N # ey fAeaor Far &7

f. Explain the term cookies in web security. 3 K2
a9 GIET A FHehlol Use I AT A

g. Define public key and private key. 4 K1

h. What is the purpose of a digital certificate? 4 K1
fSfaicer yATOTIT 1 32T 1.8

. List any two basic security-preblems in routing. 5 K1
HET & IS & AT GIET- FAEAS HT T =3

J. Mention the differences between TCP and UDP in terms of security. 5 K1
T & Hedl A TCP 3R UDP & &I 3R acisu|

SECTION B

2. Attempt any three of the following: 10x3=30

Q No. Question CO | Level

a. Define computer system security. Explain-its goals and why it is| 1 K2

important in modern computing environments.

hegey TAEeH gIeT F GRS GEF oded H FHSAC AR Ineh
HTYEI ATAGROT H TE FAT HAgea Tl

b. What is the confinement principle in system security? Explain how it | 2 K2
can be implemented in operating systems.

oeea guen & aRdAT euia #41 82 GASST fh 3@ TR feeH &
Y [ AT ST Hehell B

C. Explain Unix and Windows access control models. Compare their | 3 K2
features and limitations.

I AR &S v e Alsel 1 aredr Y| 3 [Avanst iR
AT T JofaAT |

1|Page



Subject Code: KNC401

Paper id: 252316 Roll No:

W Printed Page: 2 of 3

BTECH
(SEM 1IV) THEORY EXAMINATION 2024-25
COMPUTER SYSTEM SECURITY

TIME: 3HRS M.MARKS: 100
d. Explain the importance and working of hash functions in cryptographic | 4 K2
systems.
frcctantther gunferdl & g2 wareld & HAged AR HRYUTCT $r saredr &
e. What are intrusion detection and intrusion prevention systems? Explain | 5 K2

their differences and deployment scenarios.
gAYS HT 9T ol HR gads H AHUHE Junierdl a1 §2 30 e AR
AT IRERAT Fr AT |

SECTION C
3. Attempt any one part of the following: 10x1=10
Q No. Question CO | Level
a. Describe various types of software bugs with examples and how they | 1 K2

can lead to security breaches.

RAffeT YR & TIFedIX 91 T 3EeI0T Ffgd /duTeT L I v fr I
fohE G GI&T Seoltel 1 HRUT &l Hehdl B

b. Explain the concept of control hijacking attacks. Explain buffer | 1 K2
overflow in control hijacking.

fAII0T 3UEI0T gHT Y NTURUN A GHESNY| RAIAUT HUEOT H TW

3Rl Sl FHSV |
4. Attempt any one part of the following: 10x1=10
Q No. Question CO | Level
a. Discuss the role of intrusion detection systems (IDS)-in computer | 2 K2

security. Explain the difference between host-based and network-based

IDS.

HTYeX G A gadS HT qal o9 drell orferdi, (IDS) T fffehr o =y
FY| gee-3meRd 3R sead-3maika IDS & A 3k FTIsT |

b. Demonstrate VM based isolation with example. 2 K2
3CTEX0T & 1Y VM 3TaTiRa 37eend & 9geieT &<l

5. Attempt any one part of the following: 10x1=10
Q No. Question CO | Level
a. What is browser isolation?-Discuss its role in preventing security threats | 3 K2

from untrusted web content.
FEoR MSAIGRT &7 §? HfaRawely a9 FHal & F&T Gl & Ashed &
SHh HfAHT W T |
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b. Describe how cookies and frames can be exploited in web applications. | 3 K2
What are the countermeasures?

9al & 99 e H Fehlor IR BA F fRT GHRR T gadeT fhar S
hdT §1 3TH FIT 39T &2

6. Attempt any one part of the following: 10x1=10
Q No. Question CO | Level

a. What is public-key cryptography? Discuss RSA algorithm. Show the | 4 K2
encryption and decryption process by considering P=3, Q=11 and plain
text =5.

gfccteh-hT fopcetambr T 8?2 RSA TedliRgadr W aaT Y| P=3, Q=11 3R i

éw=sa#£mﬁﬁwﬁ§cuﬁcsm3ﬂ¢%ﬁmmmﬁmﬁ”l

b. Describe the working of digital signatures. How.do they ensure message | 4 K2
integrity and authentication?

2ol gEae & FRYmel &1 gufa. &Y "@ew Hr y@sar iR
gATfiEer H8 gAakad &

7. Attempt any one part of the following: 10x1=10
Q No. Question CO | Level
a. Explain the basic components of internet routing security. Whatare the | 5 K2

major threats to routing protocols?

galale & geaT & AU g i sarear H| wfdw deawa & o
THE TR T &2

b. What is the role of firewalls in network security?.Explain different types | 5 K2
of firewalls. And also explain the working of packet filtering firewall.
dcad GET H BRRAIS T 41 HAS g2 WAl & faffies Rt
ITEAT HY| T & Yhe heeRear BRRGd & FH a1 & dld & a7
& garg|

3|Page



