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BTECH-HON
(SEM VI) THEORY EXAMINATION 2024-25
SECURITY ASSESSMENT AND RISK ANALYSIS

TIME: 3 HRS M.MARKS: 100
Note: Attempt all Sections. In case of any missing data; choose suitably.
SECTION A
1. Attempt all questions in brief. 2x10=20
Q No. Question CO | Level
a. Define the three critical characteristics of information security. co1 | k1
AT GI&TT T Aot HgeaquT [aAvarait s aRena Hifse |
b. Differentiate between threats and vulnerabilities. col | k2
threats 3R vulnerabilities # 3rax Tase Hifaw|
C. What is meant by 'need-to-know' principle in personnel security? coa | K1
hITHe GI&T H 'SiTeTel e HTGeTehdT Feeie o & 3719 §7
d. List three common types of security countermeasures. co1 | k1
TRET YTTFRT & el HTATE JohR Faey HIfST |
e. Explain the purpose of OPSEC surveys. cos | K2
OPSEC T80Tt &l 362T HASISU|
f. What are the key components of contingency planning? co2 | K1
T EHh ATl o HET Teeh FAT0?
g. How does encryption contribute to INFOSEC? CO51 K2
TfeshteleT INFOSEC H $hdl ATeT ST 67
h. State two objectives of security awareness training. coa | K1
GR&TT SRRl FTRIGTOT & &l 3eged 913U
I. What is the importance of audit trails in monitoring? coa | k2
TAIRTT 7 31f3e Sow T Agea FATE?
J- Define risk assessment in security context. cot | k1
& e st H SNT@A Fedishe l RN HfST|
SECTIONB
2. Attempt any three of the following: 10x3=30
Q No. Question CO | Level
a. Explain the information states (transmission, ‘storage, processing)
with appropriate security countermeasures for each.
T hY STAEATIAT (0T, $TSRUT, THEROT) &bt 3UYFcl GI&T 3UTIT oh AT CO1 | K3
HAAST|
b. Describe the cost-benefit analysis.process in risk management with
an example. COl1 | K4
SEH TeeraT 7 FTaTd-aIrsT [ALETSOT IFehaT Sl 36Te0T Afgd afoTd ShIfaiT |
c. Explain the escalation process from security incident to disaster with
examples. CO2 | K3
&I TeAT H 39T deh T Jef& Gisham Y 3eTexvl Aied TASST|
d. | Discuss the key considerations in developing backup requirements
for contingency planning.
SR EsTeR AroTeT & TN A 31T TRl R et et g e gt | CO2 | K4
T HIfAT|
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e. Explain how position sensitivity affects personnel security
procedures. CO4 | K3
U, T HagAMerdT FifHen L&t Ffshanail sl 8 sfad el 8, Tve i

SECTIONC
3. Attempt any one part of the following: 10x1=10
Q No. Question CO | Level

a. | Analyze the relationship between threats, vulnerabilities and
consequences in risk assessment. Support with examples.
A saiehT 8 Werdh, st 3 aRoTsT & drer dfer v Reaor e, | CO1 | K4

3eTgoT Higd|
b. | Develop a step-by-step procedure for conducting security
inspections in an organization. CO1 | K5

Thall HaTT 2 AT TAET0T el hl TRUTEIGE TishdT faehic ShiToiU|

4, Attempt any one part of the following: 10x1=10
Q No. Question CO (| Level
a. Design a comprehensive security . training program covering key
awareness aspects for employees.

el & T e T e S RIEToT ahreiesT STy ST Forerst s CO4| K3
STTITRehll Ygef3il T ATFAT foham aram gl

b. | Evaluate the effectiveness of different types of accountability
controls in security auditing.

R TR o STl Foveor & Rt eprlt oy sraehean i | CO4 | KO
ENIELY

5. Attempt any one part of the following: 10x1=10
Q No. Question CO | Level

a. Create a disaster recovery plan template for a mid-sized IT company.
Teh HEYH TR T HTSEN hufail oh Tl IS AT ATSTeT b1 I R CO4 | K6
EQIEIY

b. | Explain the process of investigating security breaches with proper
documentation procedures. CO4 | K4
GR&TT SocTElell el ST ehl TishdT ohl 3T Tel@el TishaT3i Aied GHSIST|

6. Attempt any one part of the following: 10x1=10
Q No. Question CO | Level

a. Compare point-to-point and network encryption methods with their
respective advantages.
caTge-g AT 3N ook uhees Rt & qee v am s amsitar | GO0 | KO

ST

2|Page



Subject Code: HTCS601H

Paper id: 250952 Roll No:

H Printed Page: 3 of 3

BTECH-HON
(SEM VI) THEORY EXAMINATION 2024-25
SECURITY ASSESSMENT AND RISK ANALYSIS
TIME: 3 HRS M.MARKS: 100

b. | Analyze a case study of vulnerability assessment and suggest
mitigation strategies.

Rl STl e aiehet 1 35 ) TSRO RSN 31 FoTerTeT Toreferalt CO5 | Kb

SIS
7. Attempt any one part of the following: 10x1=10
Q No. Question CO | Level
a. Develop a checklist for conducting OPSEC planning in a

government organization. CO5 | K5

Ty TR HaTaat H OPSEC TSTeAT Sllel 8] Ueh Aehiaiee [dehiad shlioil |

b. | Critically examine the privacy concerns associated with extensive
logging and monitoring.

ST 3 TTRTet & 3fcaforeh STter & Seqest anaetr fRiamsi CO4 | K6
HATATIITcHS THIETT HIFAT
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